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Abstract

Publication of synthetic —i.e. simulated— data is an alternative to masking for
statistical disclosure control of microdata. The idea is to randomly generate data
with the constraint that certain statistics or internal relationships of the original
dataset should be preserved. Several approaches for generating synthetic data
files are described in this report. The pros and cons of synthetic data are
discussed and some suggestions to Eurostat are made.



Chapter 1

Introduction

Publication of synthetic —i.e. simulated— data is an alternative to masking
for statistical disclosure control of microdata. The idea is to randomly generate
data with the constraint that certain statistics or internal relationships of the
original dataset should be preserved.

We give in this introductory chapter an overview of the “historical” literature
on synthetic data generation. Two of the more recent approaches are then
reviewed in greater detail in Chapters 2 and 3.

1.1 A forerunner: data distortion by probability
distribution

Data distortion by probability distribution was proposed in 1985 [24] and is not
usually included in the category of synthetic data generation methods. However,
its operating principle is to obtain a protected dataset by randomly drawing from
the underlying distribution of the original dataset. Thus, it can be regarded as
a forerunner of synthetic methods.

This method is suitable for both categorical and continuous attributes and
consists of three steps:

1. Identify the density function underlying each of the confidential attributes
in the dataset and estimate the parameters associated with that density
function.

2. For each confidential attribute, generate a protected series by randomly
drawing from the estimated density function.

3. Map the confidential series to the protected series and publish the pro-
tected series instead of the confidential ones.

In the identification and estimation stage, the original series of the confi-
dential attribute (e.g. salary) is screened to determine which of a set of pre-
determined density functions fits the data best. Goodness of fit can be tested
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CHAPTER 1. INTRODUCTION 2

by the Kolmogorov-Smirnov test. If several density functions are acceptable
at a given significance level, selecting the one yielding the smallest value for
the Kolmogorov-Smirnov statistics is recommended. If no density in the pre-
determined set fits the data, the frequency imposed distortion method can be
used. With the latter method, the original series is divided into several intervals
(somewhere between 8 and 20). The frequencies within the interval are counted
for the original series, and become a guideline to generate the distorted series.
By using a uniform random number generating subroutine, a distorted series is
generated until its frequencies become the same as the frequencies of the original
series. If the frequencies in some intervals overflow, they are simply discarded.

Once the best-fit density function has been selected, the generation stage
feeds its estimated parameters to a random value generating routine to produce
the distorted series.

Finally, the mapping and replacement stage is only needed if the distorted
attributes are to be used jointly with other non-distorted attributes. Mapping
consists of ranking the distorted series and the original series in the same order
and replacing each element of the original series with the corresponding distorted
element.

It must be stressed here that the approach described in [24] was for one
attribute at a time. One could imagine a generalization of the method using
multivariate density functions. However such a generalization: i) is not trivial,
because it requires multivariate ranking-mapping; and ii) can lead to very poor
fitting.

Example. A distribution fitting software [7] has been used on the original
(ranked) data set 186, 693, 830, 1177, 1219, 1428, 1902, 1903, 2496, 3406.
Continuous distributions tried were normal, triangular, exponential, lognormal,
Weibull, uniform, beta, gamma, logistic, Pareto and extreme value; discrete
distributions tried were binomial, Poisson, geometric and hypergeometric. The
software allowed for three fitting criteria to be used: Kolmogorov-Smirnov, χ2

and Anderson-Darling. According to the first criterion, the best fit happened
for the extreme value distribution with modal and scale parameters 1105.78 and
732.43, respectively; the Kolmogorov statistic for this fit was 0.1138. Using the
fitted distribution, the following (ranked) dataset was generated and used to
replace the original one: 425.60, 660.97, 843.43, 855.76, 880.68, 895.73, 1086.25,
1102.57, 1485.37, 2035.34. �

1.2 Synthetic data by multiple imputation

In the early 1990s, [46] suggested creating an entirely synthetic dataset based on
the original survey data and multiple imputation. Rubin’s proposal was more
completely developed in [35] and a simulation study is given in [36]. In [41]
inference for multivariate estimands is discussed and in [40] and [11] applications
are given.

We next sketch the operation of the original proposal by Rubin. Consider an
original micro dataset X of size n records drawn from a much larger population



CHAPTER 1. INTRODUCTION 3

of N individuals, where there are background attributes A, non confidential
attributes B and confidential attributes C. Background attributes are observed
and available for all N individuals in the population, whereas B and C are
only available for the n records in the sample X. The first step is to construct
m multiply-imputed populations of N individuals, where m is the number of
imputations. These populations consist of the n records in X and m matrices of
(B,C) data for the N − n non-sampled individuals. If the released data should
contain no real data for (B,C), all N values can be imputed. The variability in
the imputed values ensures, theoretically, that valid inferences can be obtained
on the multiply-imputed population. A model for predicting (B,C) from A is
used to multiply-impute (B,C) in the population. The choice of the model is
a nontrivial matter. Once the multiply-imputed populations are available, a
sample Z of n′ records with the same structure as the original sample can be
drawn from each population yielding m replicates of (B,C) values. The result
are m multiply-imputed synthetic datasets.

More details on synthetic data based on multiple imputation are given in
Chapter 3.

1.3 Synthetic data by bootstrap

Long ago, [13] proposed generating synthetic microdata by using bootstrap
methods. Later, in [14] this approach was used for categorical data.

The bootstrap approach bears some similarity to the data distortion by
probability distribution and the multiple-imputation methods described above.
Given an original microdata set X with p attributes, the data protector com-
putes its empirical p-variate cumulative distribution function (c.d.f.) F . Now,
rather than distorting the original data to obtain masked data, the data pro-
tector alters (or “smoothes”) the c.d.f. F to derive a similar c.d.f. F ′. Finally,
F ′ is sampled to obtain a synthetic microdata set Z.

1.4 Synthetic data by Latin Hypercube Sam-
pling

Latin Hypercube Sampling (LHS) appears in the literature as another method
for generating multivariate synthetic datasets. In [19], the LHS updated tech-
nique of [15] was improved, but the proposed scheme is still time-intensive even
for a moderate number of records. In [8], LHS is used along with a rank corre-
lation refinement to reproduce both the univariate (i.e. mean and covariance)
and multivariate structure (in the sense of rank correlation) of the original
dataset. In a nutshell, LHS-based methods rely on iterative refinement, are
time-intensive and their running time does not only depend on the number of
values to be reproduced, but on the starting values as well.
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1.5 Partially synthetic and hybrid microdata

Generating plausible synthetic values for all attributes in a database may be
difficult in practice. Thus, several authors have considered mixing actual and
synthetic data.

One approach has been to create multiply-imputed, partially synthetic datasets
that contain a mix of actual and imputed (synthetic) values. The idea is to
multiply-impute confidential values and release non-confidential values without
perturbation. This approach was first applied to protect the Survey of Consumer
Finances [22, 23]. In Abowd and Woodcock [3, 4], this technique was adopted
to protect longitudinal linked data, that is, microdata that contain observations
from two or more related time periods (consecutive years, etc.). Methods for
valid inference on this kind of partial synthetic data were developed in [37] and
a non-parametric method was presented in [38] to generate multiply-imputed,
partially synthetic data.

Closely related to multiply imputed, partially synthetic microdata is model-
based disclosure protection [17, 32]. In this approach, a set of confidential
continuous outcome attributes is regressed on a disjoint set non-confidential
attributes; then the fitted values are released for the confidential attributes
instead of the original values.

A different approach called hybrid masking was proposed in [9]. The idea
is to compute masked data as a combination of original and synthetic data.
Such a combination allows better control than purely synthetic data over the
individual characteristics of masked records. For hybrid masking to be feasible,
a rule must be used to pair one original data record with one synthetic data
record. An option suggested in [9] is to go through all original data records
and pair each original record with the nearest synthetic record according to
some distance. Once records have been paired, [9] suggest two possible ways
for combining one original record X with one synthetic record Xs: additive
combination and multiplicative combination. Additive combination yields

Z = αX + (1 − α)Xs

and multiplicative combination yields

Z = Xα · X(1−α)
s

where α is an input parameter in [0, 1] and Z is the hybrid record. [9] present
empirical results comparing the hybrid approach with rank swapping and mi-
croaggregation masking (the synthetic component of hybrid data is generated
using Latin Hypercube Sampling [8]).

Another approach to combining original and synthetic microdata is proposed
in [47]. The idea here is to first mask an original dataset using a masking
method. Then a hill-climbing optimization heuristic is run which seeks to modify
the masked data to preserve the first and second-order moments of the original
dataset as much as possible without increasing the disclosure risk with respect to
the initial masked data. The optimization heuristic can be modified to preserve
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higher-order moments, but this significantly increases computation. Also, the
optimization heuristic can use a random dataset as an initial dataset instead of
a masked dataset; in this case, the output dataset is purely synthetic.

In Chapter 2 we give details on a hybrid approach [31] similar to the one
in [9], but based on the IPSO synthetic generator [6].

1.6 Data shuffling

Data shuffling, suggested by Muralidhar and Sarathy (MS) [30], guarantees
that marginal distributions in the released datasets will be exactly the same
as the marginal distributions in the original data, since the original values are
only reordered and no synthetic values are released. Clearly this also means an
increased risk of attribute disclosure with respect to properly synthetic methods.
Consider for instance the case when the intruder knows which unit in the dataset
has the highest income: he or she will simply have to look for the highest income
in the dataset to get exactly the true amount, and it does not matter that this
income is now attached to another unit. The intruder will also be able to refine
his or her guess if he or she knows that the income of a certain unit lies within
a defined quantile of the data.

Another limitation of data shuffling can be that it requires ranking of the
whole dataset. This can be computationally difficult for large datasets from
Censuses with millions of records. Furthermore, MS so far only provided results
for artificial datasets where the exact marginal distributions are known for all
variables. Even though the method depends only on the rank order of the
generated synthetic data that is reverse mapped on the original data, it is unclear
how this rank order is affected, if the assumptions about the distributions of
the underlying data are not fulfilled.

The most important drawback of this method is however that MS obtained a
U.S. patent for their idea and thus the method cannot be implemented without
an agreement from the authors. Since it is likely that NSIs would have to pay
for this agreement, we do not consider this idea as a realistic alternative to
other freely available approaches. We therefore do not discuss this approach
any further in this report.



Chapter 2

Information preserving
synthetic data

2.1 Information Preserving Statistical Obfusca-
tion (IPSO)

Three variants of a procedure called Information Preserving Statistical Obfus-
cation (IPSO) are proposed in [6]. The basic form of IPSO will be called here
IPSO-A. Informally, suppose that the dataset is divided in two sets of attributes
X and Y , where the former are the confidential outcome attributes and the lat-
ter are quasi-identifier attributes. Then X are taken as independent and Y as
dependent attributes. A multiple regression of Y on X is computed and fit-
ted Y ′

A attributes are computed. Finally, attributes X and Y ′

A are released by
IPSO-A in place of X and Y .

In the above setting, conditional on the specific confidential attributes xi,
the quasi-identifier attributes Yi are assumed to follow a multivariate normal
distribution with covariance matrix Σ = {σjk} and a mean vector xiB, where
B is the matrix of regression coefficients.

Let B̂ and Σ̂ be the maximum likelihood estimates of B and Σ derived from
the complete dataset (y, x). If a user fits a multiple regression model to (y′

A, x),

she will get estimates B̂A and Σ̂A which, in general, are different from the
estimates B̂ and Σ̂ obtained when fitting the model to the original data (y, x).
The second IPSO method, IPSO-B, modifies y′

A into y′

B in such a way that

the estimate B̂B obtained by multiple linear regression from (y′

B , x) satisfies

B̂B = B̂.
A more ambitious goal is to come up with a data matrix y′

C such that, when

a multivariate multiple regression model is fitted to (y′

C , x), both statistics B̂

and Σ̂, sufficient for the multivariate normal case, are preserved. This is done
by the third IPSO method, IPSO-C.

In [27], a non-iterative method for generating continuous synthetic microdata
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is proposed. In a single step of computation, the method exactly reproduces
the means and the covariance matrix of the original dataset. The running time
grows linearly with the number of records. This method can be regarded as a
special case of the IPSO generator.

2.2 The sufficiency based approach: HybridIPSO

The method in this Section, which will be called HybridIPSO, was first presented
in [31] and generates hybrid data in a way similar to proposal [9] explained in
Section 1.5 above. The difference is that [9] used Latin hypercube sampling
(Section 1.4) to generate synthetic data, whereas HybridIPSO described next
relies on the aforementioned IPSO generator (Section 2.1).

We have written an implementation of HybridIPSO in “R” which is attached
to this report. Some details on that implementation are given in the Annex.

We will first describe the theoretical properties of the method and then the
empirical properties.

2.2.1 Theoretical properties

Let X = (X1, · · · ,XK) represent a set of K confidential attributes, let S =
(S1, · · · , SL) represent a set of L non-confidential attributes, and let Y =
(Y1, · · · , YK) represent the set of K perturbed (i.e. hybrid) attributes. Let
n represent the number of records in the dataset. Let ΣXX, ΣSS, and ΣYY

represent the covariance matrices of X, S, and Y, respectively. Let ΣXS and
ΣYS represent the covariance between X and S, and Y and S, respectively. Let
X̄, S̄ and Ȳ be the mean vector of X, S and Y, respectively. Let α be a matrix
of size K × K representing the multipliers of X and let β be a matrix of size
K × L representing the multipliers of S.

Using the above definition the hybrid values yi are generated as:

yi = γ + xiα
T + siβ

T + ei, i = 1, · · · , n (2.1)

One requires HybridIPSO to preserve variances, covariances and means, that
is,

ΣYY = ΣXX

ΣYS = ΣXS

Ȳ = X̄

Based on the above preservation requirements, it turns out that:

βT = Σ−1
SS

ΣSX(I − αT ) (2.2)

γ = (I − α)X̄ − β ¯̄S (2.3)

Σee = (ΣXX − ΣXSΣ
−1
SS

ΣSX) − α(ΣXX − ΣXSΣ
−1
SS

ΣSX)αT (2.4)



CHAPTER 2. INFORMATION PRESERVING SYNTHETIC DATA 8

where I is the identity matrix and Σee is the covariance matrix of the noise
terms e.

Thus, α completely specifies the perturbation model shown in Equation
(2.1). However, it must be checked that the selected α yields a positive def-
inite covariance matrix for the error terms, that is, that the matrix obtained
when such an α is input to Expression (2.4) is positive definite.

Matrix α represents the extent to which the masked data is a function of the
original data. There are three possible options for specifying matrix α:

1. α is a diagonal matrix and all the diagonal elements are equal. This would
represent a situation where all the confidential attributes are perturbed
at the same level. In addition, the value of Yi is a function only of Xi

and does not depend on the value of Xj . Let α represent the value of the
diagonal. In this case, it is easy to verify from Equation (2.4) that when
0 ≤ α ≤ 1, then Σee will be positive definite.

2. α is a diagonal matrix and not all the diagonal elements are equal. This
would represent a situation where the confidential variables are perturbed
at different levels. As in the previous case, the perturbed values of a
particular variable are a function of the original values of that particular
confidential variable and do not depend on other confidential variables.
However, in this case, after the specification of α, it is necessary to verify
that the resulting Σee is positive definite. If not, it may be necessary to
respecify α so that the resulting Σee is positive definite.

3. α is not a diagonal matrix. In this case, the perturbed values for a par-
ticular variable are a function of the original values of that confidential
variable as well as the original values of other confidential variables. This
is the most general of the specifications and also the most complicated.
In [31], this third specification is considered as not entailing any advan-
tages and is thereafter disregarded in the empirical work presented. This
approach is only justified though, if only the mean vector and the covari-
ance matrix should be preserved. For any other statistic computed for the
confidential variables, the data utility will increase, if α is not a diagonal
matrix.

2.2.2 Empirical properties based on applications

The theoretical properties in Section 2.2.1 above hold for a dataset of any size,
any underlying distribution and any noise distribution. While these results
require no empirical evaluation, a few empirical examples are given in [31] to
illustrate the application of the approach proposed there. However, the examples
given fail to address the consequences of this perturbation approach for any other
statistics than the mean vector and the covariance matrix which are preserved
by definition. As of this writing, no other results are available and no agency
adopted this approach.
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Example 1

As a first example, consider the case where the data provider requests that all
variables be perturbed at the same level and specifies that α = 0.90. Table 3
in [31] provides the hybrid attributes (Y1, Y2) resulting from a dataset consist-
ing of 25 records with 2 nonconfidential attributes (S1, S2) and 2 confidential
attributes (X1,X2) with the following characteristics:

ΣXX =

[

1.0 0.4
0.4 1.0

]

ΣSS =

[

1.0 0.6
0.6 1.0

]

ΣXS =

[

0.2 0.4
−0.3 −0.2

]

The mean vectors X̄ and S̄ were specified as 0 resulting in γ = 0. Based on
the data provider’s request, α is specified as:

α =

[

0.900 0.000
0.000 0.900

]

(2.5)

In this case, one assumes that the data provider has requested that all variables
be perturbed at the same level. Using Equation (2.2), one can compute β as

βT =

[

−0.006250 0.043750
−0.028125 −0.003125

]

The resulting covariance of the noise term can be computed using Equation
(2.4) as

Σee =

[

0.159125 0.089063
0.089063 0.172782

]

It can be verified that Σee above is positive definite. The specification of α in
Equation (2.5) implies that the perturbed values (Y1, Y2) of the confidential at-
tributes are heavily influenced by the original values (X1,X2) of the confidential
attributes. The non-confidential attributes (S1, S2) play a very small role in the
perturbation. The extent of the noise term is also relatively small, about 16%
for the first and about 17% for the second confidential attribute. The results
show that the perturbed values Y have the same mean vector and covariance
matrix as X. It can easily be verified that for many traditional parametric
statistical analyses (such as confidence intervals and hypothesis testing for the
mean, analysis of variance, regression analysis, multivariate analysis of variance,
multivariate multiple regression, etc.) using (Y,S) in place of (X,S) will yield
exactly the same results.

As a variation of this first example, in [31] it is assumed that the data
provider wishes that the coefficient for the first attribute should be 0.9 and that
for the second attribute should be 0.2. In this case, the data provider would
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like a much higher level of perturbation for attribute X2 than for attribute X1.
From this specification

α =

[

0.900 0.000
0.000 0.200

]

The resulting covariance matrix for the noise term is given by

Σee =

[

0.1591 0.3844
0.3844 0.8730

]

It can be verified that the above covariance matrix is not positive definite and
it would be necessary for the data provider to consider alternative specifications
in this case. In order to maintain the sufficiency requirements, it is necessary
that some restrictions be imposed on the selection of α. Extremely disparate
specifications such as the one above are likely to create problems as illustrated
above.

Example 2

In the second example of [31], one takes

α =

[

0.800 0.000
0.000 0.300

]

In this case, the two attributes are perturbed at different levels, the first at-
tribute being perturbed less than the second attribute. The resulting values for
β and Σee can be computed as follows

βT =

[

−0.01250 −0.19687
0.08750 −0.02187

]

Σee =

[

0.3015 0.3563
0.3563 0.8275

]

It can be verified that Σee is positive definite. The results of applying this
specification on the original dataset are also provided in Table 3 in [31] (under
Example 2). As before, it is easy to verify that the mean vector and covariance
matrix of the masked data (Y,S) are exactly the same as that of the original
data (X,S). Consequently, for those types of statistical analyses for which the
mean vector and covariance matrix are sufficient statistics, the results of the
analysis using the masked data will yield the same results as the original data.

Unfortunately, as mentioned before, [31] fail to note, that their method only
guarantees that the mean vector and covariance matrix of the masked data will
be exactly the same as that of the original data. Any analysis that is not based
on the first two moments of the distribution or considers subdomains of the
data that are not considered when creating the synthetic data will be distorted.
It would be more interesting to see the consequences of different levels of α on
such analyses.
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Example 3

The third example given in [31] shows the case where the perturbed values are
generated as a function of only the non-confidential variables and the coefficients
of the confidential variables are set to zero (α = 0). This choice of α caused
HybridIPSO to become exactly the IPSO procedure [6] described in Section 2.1
above: the method does no longer yield hybrid data, it now yields synthetic data.
The results of this example are displayed in Table 3 of [31] (under Example 3).

The information loss resulting from the data is also presented in the table
measured by the variance of the original and perturbed values. The measure
clearly shows an increase in information loss measured using variance (X − Y )
as α approaches 0, because when α = 0 the perturbed values are independent of
the original values, which results in synthetic data. By contrast, as α approaches
I, the resulting information loss is very low. As observed earlier, the opposite
is true for disclosure risk; as α approaches 0, disclosure risk decreases and as
α approaches I, the disclosure risk is maximal since all confidential values are
released unchanged. Thus, the implementation of this procedure needs to be
evaluated by considering the trade-off between information loss and disclosure
risk.
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Synthetic datasets based on
multiple imputation

Generating fully synthetic datasets by multiple imputation was originally pro-
posed by [46]. The basic idea is to treat all the observations from the sampling
frame that are not part of the sample as missing data and to impute them accord-
ing to the multiple imputation framework. Afterwards, several simple random
samples from these fully imputed datasets are released to the public. Because
all imputed values are random draws from the posterior predictive distribution
of the missing values given the observed values, disclosure of sensitive infor-
mation is nearly impossible, especially if the released datasets do not contain
any real data. Another advantage of this approach is the sampling design for
the imputed datasets. As the released datasets can be simple random samples
from the population, the analyst does not have to allow for a complex sampling
design in his models. However, the quality of this method strongly depends on
the accuracy of the model used to impute the ”missing” values. If the model
does not include all the relationships between the variables that are of interest
to the analyst or if the joint distribution of the variables is miss-specified, results
from the synthetic datasets can be biased. Furthermore, specifying a model that
considers all the skip patterns and constraints between the variables in a large
dataset can be cumbersome if not impossible. To overcome these problems, a
related approach suggested by [25] replaces observed values with imputed values
only for variables that bear a high risk of disclosure or for variables that contain
especially sensitive information, leaving the rest of the data unchanged. This
approach, discussed in the literature as generating partially synthetic datasets,
has been adopted for some datasets in the US [23, 3, 4, 2].

3.1 Fully synthetic datasets

In 1993, [46] suggested to create fully synthetic datasets based on the multiple
imputation framework. His idea was to treat all units in the population that

12
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have not been selected in the sample as missing data, impute them according to
the multiple imputation approach and draw simple random samples from these
imputed populations for release to the public. Most surveys are conducted using
complex sampling designs. Releasing simple random samples simplifies research
for the potential user of the data, since there is no need to incorporate the design
in the model. It is not necessary however to release simple random samples. If a
complex design is used the analyst accounts for the design in the within variance
ui. For illustration, think of a dataset of size n, sampled from a population of
size N . Suppose further, the imputer has information about some variables
X for the whole population, for example from census records, and only the
information from the survey respondents for the remaining variables Y . Let Yinc

be the observed part of the population and Yexc the nonsampled units of Y . For
simplicity, assume that there are no item-missing data in the observed dataset.
The approach also applies if there are missing data. Details about generating
synthetic data for datasets subject to item nonresponse are described in [39].
Now the synthetic datasets can be generated in two steps: First, construct m
imputed synthetic populations by drawing Yexc m times independently from the
posterior predictive distribution f(Yexc|X,Yinc) for the N−n unobserved values
of Y . If the released data should contain no real data for Y , all N values can be
drawn from this distribution. Second, make simple random draws from these
populations and release them to the public. The second step is necessary as it
might not be feasible to release m whole populations for the simple matter of
data-size. In practice, it is not mandatory to generate complete populations.
The imputer can make random draws from X in a first step and only impute
values of Y for the drawn X. The analysis of the m simulated datasets follows
the same lines as the analysis after multiple imputation (MI) for missing values
in regular datasets [45].

To understand the procedure of analyzing fully synthetic datasets, think of
an analyst interested in an unknown scalar parameter Q, where Q could be,
e.g., the mean of a variable, the correlation coefficient between two variables,
or a regression coefficient in a linear regression. Inferences for this parameter
for datasets with no missing values usually are based on a point estimate q, an
estimate for the variance of q, u and a normal or Student’s t reference distri-
bution. For analysis of the imputed datasets, let qi and ui for i = 1, ...,m be
the point and variance estimates for each of the m completed datasets. The
following quantities are needed for inferences for scalar Q:

q̄m =

m
∑

i=1

qi/m (3.1)

bm =

m
∑

i=1

(qi − q̄m)2/(m − 1) (3.2)

ūm =
m

∑

i=1

ui/m . (3.3)
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The analyst then can use q̄m to estimate Q and

Tf = (1 + m−1)bm − ūm (3.4)

to estimate the variance of q̄m. When n is large, inferences for scalar Q can be
based on t-distributions with degrees of freedom νf = (m− 1)(1− r−1

m )2, where
rm = ((1 + m−1)bm/ūm). Derivations of these methods are presented in [35].
Extensions for multivariate Q are presented in [41].

A disadvantage of this variance estimate is that it can become negative. For
that reason, [36] suggests a slightly modified variance estimator that is always
positive: T ∗

f = max(0, Tf ) + δ(
nsyn

n
ūm) , where δ = 1 if Tf < 0, and δ = 0

otherwise. Here, nsyn is the number of observations in the released datasets
sampled from the synthetic population.

3.1.1 Theoretical properties

In general, the disclosure risk for the fully synthetic data is very low, since all
values are synthetic values. It is not zero however, because, if the imputation
model is too good and basically produces the same estimated values in all the
synthetic datasets, it does not matter that the data are all synthetic. It might
look like the data from a potential survey respondent an intruder was looking
for. And once the intruder thinks, he identified a single respondent and the
estimates are reasonable close to the true values for that unit, it is no longer
important that the data is all made up. The potential respondent will feel that
his privacy is at risk. Still, this is very unlikely to occur since the imputation
models would have to be almost perfect and the intruder faces the problem that
he never knows (i) if the imputed values are anywhere near the true values and
(ii) if the target record is included in one of the different synthetic samples.

Regarding data utility, all values in the released fully synthetic datasets
are generated from the distribution of Y given X. This means that in theory
up to sampling error, the joint distribution of the original data do not differ
from the joint distribution of the released data. Thus, any analysis performed
on the released data will provide the same results as any analysis performed
on the original data. However, the exact multivariate distribution of the data
usually is unknown and any model for the joint distribution of the data will
likely introduce some bias since the original distribution will rarely follow any
multivariate standard distribution. For that reason, it is common to use an
iterative algorithm called sequential regression multiple imputation (SRMI, [33])
that is based on the ideas of Gibbs sampling and avoids otherwise necessary
assumptions about the joint distribution of the data. Imputations are generated
variable by variable where the values for any variable Yk are synthesized by
drawing from the conditional distributions of (Yk|Y−k), where Y−k represents all
variables in the dataset except Yk. This allows for different imputation models
for each variable. Continuous variables can be imputed with a linear model,
binary variables can be imputed using a logit model, etc. Under some regularity
assumptions iterative draws from these conditional distributions will converge to
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draws from the joint multivariate distribution of the data. Further refinements
for the imputation of heavily skewed variables based on kernel density estimation
are given in [49]. But as we said before, the quality of the synthetic datasets will
highly depend on the quality of the underlying model and for some variables
it will be very hard to define good models. Furthermore, specifying a model
that considers all the skip patterns and constraints between the variables in a
large dataset can be cumbersome if not impossible. But if these variables do not
contain any sensitive information or information that might help identify single
respondents, why bother to find these models? Why bother to perturb these
variables first place? Furthermore, the risk of biased imputations will increase
with the number of variables that are imputed. For, if one of the variables is
imputed based on a ’bad’ model, the biased imputed values for that variable
could be the basis for the imputation of another variable and this variable
again could be used for the imputation of another one and so on. So a small
bias could propagate, leading to a really problematic bias over the imputation
process. Partially synthetic datasets, described in Section 3.2. can be a helpful
solution to overcome these drawbacks since only records that are actually at
risk are synthesized.

3.1.2 Empirical properties based on applications

As of this writing no agency actually released fully synthetic datasets. How-
ever, [40] and [11] evaluate this approach using real datasets. Reiter generates
synthetic datasets for the US Current Population Survey. He computes more
than 30 descriptive estimands for different subpopulations of the data and runs a
linear and a logit regression on the datasets. He finds that results are encourag-
ing for most estimates. The deviation between the true and the synthetic point
estimates is seldom higher than 10% and for many estimands the synthetic 95%
confidence interval covers the true estimate in more than 90% of the simulation
runs. But he also notes that some descriptive estimates are biased and espe-
cially the results for the logit regression are rather poor. He points out that the
biased estimates are a result of uncongenialty [28], i.e., the imputation model
differs from the analysis model. He notes that if he modifies the imputation
model, results from the synthetic data are similar to results from the original
data. The bad results in the paper are published as a caveat that defining good
imputation models is a very important step in the synthesis process. Reiter also
shows that confidentiality would be guaranteed if the data would be considered
for release.

[11] generate synthetic datasets for a German establishment survey, the
IAB Establishment Panel. They compute several descriptive statistics and run
a probit regression originally published in [50] based on the original data of the
Establishment Panel. The results from the synthetic datasets are very close to
the results from the original data and Zwick would have come to the same con-
clusions if he would have used the synthetic data instead of the original data. A
detailed disclosure risk evaluation in the paper shows that again confidentiality
would be guaranteed if the synthetic datasets would be released.
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3.2 Partially synthetic datasets

In contrast to the creation of fully synthetic datasets, this approach replaces only
observed values for variables that bear a high risk of disclosure (key variables)
or very sensitive variables with synthetic values [25]. Masking these variables by
replacing observed with imputed values prevents re-identification. The imputed
values can be obtained by drawing from the posterior predictive distribution
f(Y |X), where Y indicates the variables that need to be modified to avoid
disclosure and X are all variables that remain unchanged or variables that have
been synthesized in an earlier step. Imputations are generated according to
the multiple imputation framework, but compared to the fully synthetic data
context, while the point estimate stays the same, the variance estimation differs
slightly from the MI calculations for missing data. Yet, it differs from the
estimation in the fully synthetic context as well - it is given by Tp = bm/m+ ūm.
Similar to the variance estimator for multiple imputation of missing data, bm/m
is the correction factor for the additional variance due to using a finite number of
imputations. However, the additional bm, necessary in the missing data context,
is not needed here, since ū already captures the variance of Q given the observed
data. This is different in the missing data case, where ū is the variance of Q
given the completed data and ū + bm is the variance of Q given the observed
data. Inferences for scalar Q can be based on t-distributions with degrees of
freedom νp = (m−1)(1+r−1

m )2, where rm = (m−1bm/v̄m). Derivations of these
methods are presented in [37]. Extensions for multivariate Q are presented
in [41]. The variance estimate Tp can never be negative, so no adjustments are
necessary for partially synthetic datasets.

3.2.1 Theoretical properties

Compared to fully synthetic data, partially synthetic datasets present a higher
disclosure risk, especially if the intruder knows that some unit participated in
the survey, since true values remain in the dataset and imputed values are
generated only for the survey participants and not for the whole population.
So for partially synthetic datasets assessing the risk of disclosure is an equally
important evaluation step as assessing the data utility. It is essential that the
agency identifies and synthesizes all variables that bear a risk of disclosure. A
conservative approach would be, to also impute all variables that contain the
most sensitive information. Once the synthetic data is generated, careful checks
are necessary to evaluate the disclosure risk for these datasets. Only if the
datasets prove to be useful in terms of both data utility and disclosure risk,
a release should be considered. Methods to calculate the disclosure risk for
partially synthetic datasets are described in [44] and [12].

3.2.2 Empirical properties based on applications

Some agencies in the US released partially synthetic datasets in the last years.
For example, in 2007 the U.S. Census Bureau released a partially synthetic,
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public use file for the Survey of Income and Program Participation (SIPP) that
includes imputed values of social security benefits information and dozens of
other highly sensitive variables (www.sipp.census.gov/sipp/synth data.html).
A description of the project with detailed discussion of the data utility and dis-
closure risk is given in [2]. The Census Bureau also created synthesized origin-
destination matrices, i.e. where people live and work, available to the public as
maps via the web (On The Map, http://lehdmap.did.census.gov/). In the Sur-
vey of Consumer Finances, the U.S. Federal Reserve Board replaces monetary
values at high disclosure risk with multiple imputations, releasing a mixture of
imputed values and the not replaced, collected values [23]. For the next release
of public use files of the American Communities Survey, the Census Bureau also
plans to protect the identities of people in group quarters (e.g., prisons, shelters)
by replacing demographic data for people at high disclosure risk with imputa-
tions. Partially synthetic, public use datasets are in the development stage in
the U.S. for the Longitudinal Business Database, the Longitudinal Employer-
Household Dynamics survey, and the American Communities Survey veterans
and full sample data. Statistical agencies in Australia, Canada, Germany, and
New Zealand ([18]) are also investigating the approach. [10] compare the par-
tially and fully synthetic approach and give guidelines about which method
agencies should pick for their datasets. Other applications of partially synthetic
data are described in [3, 4, 1, 26, 29, 5, 43].



Chapter 4

Pros and cons of the
different approaches

In this report we have discussed data protection methods based on simulation; in
general, this approach requires the definition of suitable probability distributions
from which to generate synthetic data. Among the many devisable models,
we have described in more detail the simulation model proposed by MS for its
property of preserving some selected statistical aggregates, and the MI approach
for its property of allowing for uncertainty about unknown characteristics of the
data generating model.

We now discuss the disclosure protection and data utility offered by these
methods, and the relative advantages/disadvantages envisaged in their imple-
mentation.

We remark that, as discussed, choice has to be made, between a full sim-
ulation or a partial simulation; among the methods presented, we stress that
the one proposed by Muralidhar and Sarathy (MS) is designed to produce par-
tially synthetic data, as by design categorical (non confidential) attributes are
released unchanged.

Common to any strategy of synthetic data release is the appealing char-
acteristic that, at a first glance, this approach seems to circumvent the re-
identification problem: since published records are invented and do not derive
from any original record, it might be concluded that no individual can complain
from having been re-identified. At a closer look this advantage is less clear,
especially when partially synthetic data are released. If, by chance, a pub-
lished synthetic record matches a particular citizen’s non confidential attributes
(age, marital status, place of residence, etc.) and confidential attributes (salary,
mortgage, etc.), re-identification using the non confidential attributes is easy
and that citizen may feel that his confidential attributes have been unduly re-
vealed. In that case, the citizen is unlikely to be happy with or even understand
the explanation that the record was synthetically generated. Here lies one of
the disadvantages of the approaches (like the one by MS) that only perturb con-

18
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tinuous variables, therefore releasing the non confidential variables unchanged.
Strategies based on the definition of joint distribution comprising of both cat-
egorical and numerical variables, as is the case for MI models mentioned in
section 3, allow synthesizing both types of variables. So if the data releasing
agency wants to prevent any form of disclosure (attribute or identity disclosure)
the MI approach as well as other simulation strategies based on the definition
of a suitable joint distribution may be preferable as they allow to perturb cat-
egorical variables, too. For fully synthetic datasets the actual disclosure risk
is further reduced, since the synthetic data is generated for new samples from
the population and the intruder never knows, if a unit in the released data was
actually included in the original data. Partially synthetic datasets on the other
hand have the advantage that the synthesis can be tailored specifically to the
records at risk. For some datasets it might only be necessary to synthesize
certain subsets of the dataset, e.g., the income for survey participants with an
income above Euro 100.000. Obviously, the decision which records will remain
unchanged is a delicate task and a careful disclosure risk evaluation is necessary
in this context.

On the other hand, as with any perturbation method, limited data utility is
a problem of synthetic data. Only the statistical properties explicitly captured
by the model used by the data protector are preserved. A logical question at
this point is why not directly publish the statistics one wants to preserve or
simply the parameters of the imputation model rather than release a synthetic
micro dataset. Possible defenses against this argument are:

• Synthetic data are normally generated by using more information on the
original data than is specified in the model whose preservation is guaran-
teed by the data protector releasing the synthetic data.

• As a consequence of the above, synthetic data may offer utility beyond
the models they exactly preserve.

• It is impossible to anticipate all possible statistics an analyst might be
interested in. So access to the micro dataset should be granted.

• Not all users of a public use file will have a sound background in statistics.
Some of the users might only be interested in some descriptive statistics
and are happy, if they know the right commands in SPSS to get what they
want. They will not be able to generate the results if only the parameters
are provided.

• The imputation models in most applications can be very complex, because
different models are fitted for every variable and often for different subsets
of the dataset. This might lead to hundreds of parameters just for one
variable. Thus, it is much more convenient even for the skilled user of the
data to have the synthesized dataset available.

• The most important reason for not releasing the parameters is that the
parameters themselves could be disclosive in some occasions. For that
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reason, only some general statements about the generation of the public
use file should be released. For example, these general statements could
provide information, which variables where included in the imputation
model, but not the exact parameters. So the user can judge if her analysis
would be covered by the imputation model, but she will not be able to use
the parameters to disclose any confidential information.

The sufficiency based approach has the advantage that the mean vector and
the variance covariance matrix are preserved exactly, whereas the MI based
methods preserve these statistics only in expectation. But on the other hand it
is completely unclear what the effects of the sufficiency based approach are on
any statistic that does not solely rely on these two statistics. Furthermore, the
flexibility of choosing different levels of α for different confidential variables are
limited, since only specific combinations of α will guarantee that the matrix of
the error terms is positive semi-definite. Especially if there is a large number
of confidential variables, finding a legitimate matrix for α that also satisfies the
requested different levels of perturbation can be difficult.

As mentioned, the MS approach is designed to reproduce exactly some spec-
ified characteristics of the sample. This allows to address the issue of data
validity at least partially. At the same time however other characteristics may
be lost. Other simulation models such as MI address this problem through the
definition of a more comprehensive imputation model. In this case a general
limitation is that, in order for the method to produce analytically valid data,
goodness of fit of the imputation model must be addressed.

One particular aspect of data validity is that the estimated model should
be able to reproduce logical constraints among variables, something that not all
methods discussed fulfil. Methods -such as MI- that try to estimate the joint
distribution function and not only certain observed statistics may, if carefully
designed, achieve this goal and better maintain the multivariate association
structure, even though their performance in preserving some specific statistics
would often be lower than for methods aiming explicitly to maintain these statis-
tics. On the other hand, the imputation models may be completely general and
are therefore not confined to linear regression models. Indeed in order to obtain
probabilistic models with a good fit to the data, most often nonlinear techniques
such as logistic and multinomial logistic regressions, and even nonparametric
models such as kernel density estimators and CART have been introduced in
the model building stage. The versatility of the approach is especially useful
for public use files, where the goal is to preserve more than just the first two
moments of the distribution, e.g., maintain interaction and nonlinear effects.

Furthermore, model based imputation procedures such as MI offer more
flexibility if certain constraints need to be preserved in the data. For example
non negativity constraints and convex constraints like total number of employees

≥ number of part time employees can be directly incorporated at the model
building stage. This is not possible for the Muralidhar-Sarathy synthetic data
approaches, so datasets generated with these method will generally fail these
constraints.
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As a consequence of its greater flexibility, a practical limitation of the model
based imputation approach is that the model building stage is a crucial and
difficult step of the protection process, and requires the allocation of large re-
sources in terms of time and personnel. A thorough analysis of the data to be
released and its expected uses and a careful model selection would allow the
statistical agency to define a simulation distribution that may be considered
as a general-purpose model. In principle, such a model should be sufficiently
general to allow most users to conduct their own analyses almost as if they were
using the original data. It is clear however that not all the analyses, especially
those on subgroups, may be preserved.

Synthetic microdata would be even further justified if valid analyses could
be obtained on a number of subdomains, i.e. similar results were obtained in a
number of subsets of the original dataset and the corresponding subsets of the
synthetic dataset. The Muralidhar-Sarathy approaches can preserve the mean
vector and the variance covariance matrix for predefined subsets of the data.
However, if the analyst defines other subsets than the predefined subsets, say
the average income for survey respondents with an income above Euro 110.000
instead of above Euro 100.000, nothing will be preserved. Partially synthetic
or hybrid microdata are more likely to succeed in staying useful for any kind of
subdomain analysis. However, when using partially synthetic or hybrid micro-
data, we loose the attractive feature of purely synthetic data that the number
of records in the protected (synthetic) dataset is independent of the number of
records in the original dataset. But the disclosure risk will also increase for data
shuffling, if predefined subdomain means are to be preserved, since the shuffling
algorithm has to be applied to the different subdomains separately and units
are only reordered within these subdomains. This may increase the disclosure
risk significantly if the values within the subdomains do not differ very much.

Another important question that might be raised and that has not been
addressed so far is whether a model that may be selected as a best fitting one
under the original data maintains a positive probability of being selected under
the simulated data.

Lastly, as [42] points out, the MI approach as well as other model-based
simulation methods can be relatively transparent to the public analyst. Meta-
data about the imputation models can be released and the analyst can judge
based on this information if the analysis he or she seeks to perform will give
valid results with the synthetic data. For the MS approaches it is very difficult
to decide, how much a particular analysis has been distorted.



Chapter 5

Suggestions for Eurostat

Simple methods for synthetic data generation such as those described in Chap-
ters 1 and 2 are rather limited as to the models and statistics they can exactly
preserve.

If more flexibility is desired the methods in Chapter 3 can be very useful.
The basic MI concepts for continuous and categorical data are straightforward
to apply.

As surveys most often collect information on a very large number of vari-
ables, irrespective of the approach to protection by simulation (partially or fully
synthetic data) it is necessary to define and estimate a multivariate probability
distribution. This is a difficult task, and in general cannot be assisted by auto-
matic model selection tools as they are only rarely available. Some experiments
have been performed using flexible model selection techniques such as CART
([38]) or Bayesian networks [16]; these techniques however have some drawbacks,
with respect to goodness of fit and/or computational tractability/times. In prac-
tice, experience has shown that a careful definition of conditional distributions is
often a more efficient way to define the multivariate distribution while allowing
for constraints and differential relationships among variables within subgroups
and to actually simulate from the joint distribution. However the particular
order chosen to model conditional distributions may have an impact on the
quality of the simulated data, especially in cases when the model does not rep-
resent the data adequately. A practical suggestion is to isolate variables that
show strong mutual relationships and start from the definition of models for the
most relevant survey variables.

In cases where partially synthetic data are released, variables that are not
related to the ones that must be simulated can be discarded; this aspect may
offer some practical advantages at the model building stage.

For the release of partially synthetic data, it might be deemed appropriate to
simulate only a subset of the variables, possibly for a subset of the units. In order
to decide which variables should be simulated and which subset of units should
undergo partial simulation, a careful risk analysis must be performed. A detailed
account of the aspects to take into consideration is reported in [20]. As described
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in [20] and [21], high risk units may be highlighted based on density concepts,
and considering outlyingness and the possibility of spontaneous identification of
some records. The existence of published information about some of the survey
variables must also be considered: in case these variables are categorical (e.g.
the economic activity) this may lead to the definition of substrata on which the
risk is assessed; in case the publicly available variables are continuous, it might
be decided to leave them unchanged and to simulate a certain number of other
variables. A comprehensive account of the practical implementation of partial
imputation referring to data from the Community Innovation Survey (CIS) is
contained in [20].

An enhancement of the multiple imputation software IVEware [34] that also
allows generating synthetic datasets is planned for 2009. This will enable agen-
cies to generate synthetic datasets even if they are not very familiar with the
technical details. However, if the structure of the dataset is very complex in-
cluding all sorts of skip patterns and constraints, more complex methods are
needed, such as CART-based methods ([38]). Wielding such complex methods
requires more expertise in SDC than is now available in most European National
Statistical Offices, especially the smaller ones. Indeed, a specific R+D project
may be needed to apply such complex methods to a specific survey.

On the other hand [48] showed the severe drawbacks of most statistical
disclosure control methods that are used mainly because of their ease of im-
plementation. These methods (e.g. single variable swapping, rounding, rank
swapping, single-variable microaggregation, and some forms of multivariate mi-
croaggregation) fail in terms of data utility and/or disclosure risk even in very
simple settings. And what is the use of spending time generating a public use
file that nobody will use for its known very limited data utility?

Therefore we suggest that Eurostat, like other accredited agencies such as
the US Census Bureau, should consider funding research and development of
synthetic or hybrid datasets for their most important surveys. Investment would
also be required to train European national statistical offices in the understand-
ing and use of these often complex methods.



ANNEX. Implementation
of Muralidhar-Sarathy’s
hybrid IPSO generator

The HybridIPSO method described in Section 2.2 was implemented by Úrsula
González-Nicolás (Universitat Rovira i Virgili) in “R”. The implementation is
available in the standard format of an “R” package and is attached to this
document as a zipfile.
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