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Proposal for
Extended Threshold Rules for Disclosure Control in Frequency Tables
This paper is a rough first draft, translated in a hurry from Swedish and is intended as a basis for internal discussions. It is admittedly a bit “talkative” but the primary purposeof the paper was to be educational and for internal use among non-SDC-experts at StatSweden. We had seen several examples of a “sloppy” and routine usage of the usual threshold rule in frequency tables that almost always did not provide the protection needed. However, we saw a possible way to cope with the problem of identifying risk cells that arise from the presence of “informative zeros”. We haven’t thought everything through yet but it might still provide some ideas. The idea is simple and we are certain that someone has already thought of it, we just haven’t seen it described or implemented in any software.

Sensitive cells in frequency count tables are typically defined as those cells that contain a frequency that is below a certain threshold value. This is the way of identifying unsafe cells that is implemented in the current version of τ-ARGUS. Although this rule is often used it should be noted that it is not a sufficient and not always an adequate way to protect a frequency count table.

To provide adequate protection one must take into account what needs to be protected. E.g. one needs to distinguish between the set of key variables used to link objects to the data and the variables of interest to an intruder, i.e. the set of target variables. Since the key is used for linking it follows that this piece of information must already be known to a potential intruder. A basic table of counts spanned by the key variables may look something like the following example:
	Key
	

	X1
	…
	Xp
	Frequency

	:
	
	:
	:

	(key value k)
	fk

	:
	
	:
	:

	Total
	N


Conclusions about individual objects that can be drawn are limited to their respective frequencies, i.e. the total number of individuals sharing the same characteristics on the key. In itself this is not a disclosure of any new information in the usual sense. However, this is information that can be used when used with other information (linked tables, samples of microdata etc.) in which case small frequencies may very well constitute a risk. Furthermore, even in itself a small frequency may be perceived as a threat by the object(s) concerned as these may feel that they are being singled out. However, to cope with the potential problem of small counts in tables with only key variables the usual threshold rule is sufficient.

However the usual threshold rule is not sufficient when the table is spanned also by one or more categorical target variables, i.e. variables not used in the linking process. Disclosure through attribution is still possible even after applying the simple threshold rule. An extension of the example table above with a target variable Y with four categories (A – D) might look something like 

	Key
	Target variable Y; frequency per class
	

	X1
	…
	Xp
	A
	B
	C
	D
	Total

	:
	
	:
	:
	:
	:
	:
	:

	(key value k)
	fA,k
	fB,k
	fC,k
	fD,k
	f k

	:
	
	:
	:
	:
	:
	:
	:

	Total
	fA
	fB
	fC
	fD
	N


Viewing the table this way it is easily seen that disclosure of the target variable through attribution depends on the conditional distribution of Y given the key value.

Example

Below are some examples where disclosure through attribution is apparent. The cells marked in yellow are those that have been detected by the simple threshold rule and typically considered to be at risk (threshold value t = 3, i.e cells with counts at least equal to three are safe).
	Key
	Target variable Y; frequency per class
	

	X1
	…
	Xp
	A
	B
	C
	D
	Total

	key value 1
	200
	0
	0
	0
	200

	
	
	2
	20
	0
	0
	0
	20

	
	
	3
	2
	0
	0
	0
	2

	
	
	4
	19
	1
	0
	0
	20

	
	
	5
	18
	2
	0
	0
	20

	
	
	6
	17
	3
	0
	0
	20

	
	
	7
	7
	6
	6
	1
	20

	
	
	8
	3
	1
	0
	0
	4

	
	
	9
	2
	2
	0
	0
	4

	
	10
	1
	0
	0
	0
	1

	
	11
	297
	3
	0
	0
	300

	
	12
	298
	3
	0
	0
	301

	Total
	884
	21
	6
	1
	912


We note the following:
· It should be clear that the cells corresponding to key values 1 – 3 are at risk since all objects in these classes hold the same value on Y  but only key value 3 is detected.

· The single object cell of key value 4 (i.e. Y = B) is detected and the typical interpretation is that this object is at risk. However, it has to be recognized that the objects for which Y = A are in fact at greater risk of being disclosed by the same single object (“I have key value 4 and my Y = B so everybody else in this row has to have Y = A”). The argument holds also for key value 8.

· For key value 5 the pair in the cell for which Y = B can form a coalition and disclose the rest. The argument holds also for key value 9. For key value 6, those with Y = A can be disclosed by the three in Y = B if these form a coalition but this might be considered less likely.

· The cell for key value 7 and Y = D is detected however there is no direct risk of disclosure by attribution via the key since there are 19 other objects with the same key value. Linking an individual to this row doesn’t really tell us anything about her with respect to the value on Y (other than the conditional distribution). There is however a risk of perceived disclosure (“I’m being singled out”). Furthermore, the fact that there is only one object with value D on Y is risky especially if this value is deemed to be more damaging compared to values A – C as it might narrow the search for this object significantly. We might classify this scenario as a reverse attribution (“If I find out that an object has value Y = D and there is only one or only a few key values that has this value on Y, then I can deduce the key value for that object”). However, checking that the corresponding marginal total summed over the key is large enough might suffice.
· A similar argument holds for the six objects with Y = C; all of these have the same key value and some kind of detection and protection is perhaps warranted.

Threshold rules

Denote the frequency of the cell under consideration by  fy,k  where y denotes the class of Y and k the key value. The corresponding marginal frequency with respect to the target variable is denoted by  fk = y fy,k  and with respect to the key by fy = k fy,k.  Below we have listed a number of rules intended to be checked for sequentially.

· Rule 1a (absolute dominance):  if  fy,k  fk – tk,abs  the cell is unsafe
· Rule 1b (absolute dominance):  if  fy,k  fy – ty,abs  the cell is unsafe

· Rule 2a (relative dominance):  if  100 × fy,k / fk  tk,rel  the cell is unsafe
· Rule 2b (relative dominance):  if  100 × fy,k / fy  ty,rel  the cell is unsafe

· Rule 3 (minimum frequency):  if  0 < fy,k , fk , fy < tmin  the cell is unsafe

Comments:

· Typically, tk,abs  1. The level would typically be set to a level as to detect possible coalitions of size 2, 3 or what ever is appropriate.
· The reason for separating the thresholds in rules 1a and 1b and setting these independently is that it they pertain to (slightly?) different disclosure scenarios.
· The relative dominance rules can be used instead of or together with the absolute dominance rules. The idea is that when the probability becomes extremely high the inference is close to certainty even when cell counts are safe according to rule 1a, (e.g. 9,990 out of 10,000).

· Rules 1 - 2 can of course be repeated for several marginals one at a time. It is not always clear which is a target and which is a key variable. An idea is to specify a subset of the spanning variables to check for.
· Rule 3 is of course the usual threshold rule (minimum size allowed). It might be appropriate to be able to set (three) different threshold levels; internal cell, target marginal and key marginal respectively.
Example revisited
Let  tk,abs =  ty,abs = 3,  tk,rel = ty,rel = 99 % and  tmin = 2. These values are set as to avoid disclosure through coalitions of size up to 2 and to avoid self-identification (cells of size 1). In practice one might argue for a threshold value tmin = 3 or more, but here we chose the lower value 2 for illustration and to distinguish it from the effect of rule 1a. Below, detection by rule 1a is marked with orange, rule 1b with blue, rule 2a with green and rule 3 with yellow. Note that the singleton cell of key value 7 is detected by two rules, 1b and 3.
	Key
	Target variable Y; frequency per class
	

	X1
	…
	Xp
	A
	B
	C
	D
	Total

	key value 1
	200
	0
	0
	0
	200

	
	
	2
	20
	0
	0
	0
	20

	
	
	3
	2
	0
	0
	0
	2

	
	
	4
	19
	1
	0
	0
	20

	
	
	5
	18
	2
	0
	0
	20

	
	
	6
	17
	3
	0
	0
	20

	
	
	7
	7
	6
	6
	1
	20

	
	
	8
	3
	1
	0
	0
	4

	
	
	9
	2
	2
	0
	0
	4

	
	10
	1
	0
	0
	0
	1

	
	11
	297
	3
	0
	0
	300

	
	12
	298
	3
	0
	0
	301

	Total
	884
	21
	6
	1
	912


Execution
When specifying the table, one starts by selecting the spanning variables. Then one would (as mentioned above) specify the subset of these spanning variables that we wish to check for, i.e. the possible target variables. Finally, we have to set the appropriate threshold values. Hypothetically, we could define a set of thresholds for each variable in the subset but this might prove to be too refined in practice. A simpler way is obviously to state one set of thresholds for all target variables.
Hierarchical variables
(admittedly a bit cryptic!) When spanning variables are hierarchical one would have to check against the marginal at the next level. However, if an “area” is deemed entirely safe, it would not be necessary to check at the next level for the corresponding cells since they are at most as unsafe as at the level below.
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